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Building an IPv6 Virtual Lab with the Multi-level Training Mechanism

Shian-Shyong Tseng' ' Ching-Heng Ku™, Ai-Chin Lu"

“Dept. of Applied Informatics
and Multimedia, Asia
University, Taichung, Taiwan
Iss[sung(&_t}lwnic.nu[.tw

Center, Taipei, Taiwan
2c]1lcu(E.':Jtm1i-:.neuw
“aclu@twnic.net.tw

Abstract— The rapid development of Internet application leads
to the problem of the IPvd address exhauvstion. How to
efficiently promote the IPve upgrade to foster the development
of IP network and relevant industries becomes an important
issue. Therefore, in this paper, we construct an IPv6 virtual lab
with the Multi-level Training Mechanism (M TN}, It consists of
three levels, the basic training, the simulation-based training,
and the virtual-machine-based hands-on training, to provide
the web courseware and its related quizzes, the Web-based
Assessment Virtual Experiment (WAVE), and the Virtual-
Machine-Based Hands-on Experiment, respectively. Our idea
not only can minimize the face-to-face training effort, but also
can provide the personalized diagnosis for the student.

Furthermore, we have successfully used our prototype of
the IPv6 virtual lab to provide the practical IPv6 upgrade
training courses. We have held 60 IPv6 training courses, where
more than L0000 trainces attended in 2013, According to the
participant satisfaction survey, the satisfaction rate of the
participant is 4.3 on the Likert scale.

Kevwords-  IPvf Virtwal  Lab,  Multi-level  Training
Mechanism (MTM), Web-hased Assessment Virtnal Experiment
(WAVE), Virtual-Machine-Based Hands-on Experiment

I. [NTRODUCTION

While confronting the global 1Pv4 address exhaustion, it
15 important and crucial for the entire Infernet environment to
smoothly migrate to the next generation Internet Protocol,
IPvé. [1] The last unassigned top-level address blocks of 16
million 1Pv4 addresses were allocated in February 2011 by
the Internet  Assigned Numbers Authority (IANA) to the
five regional Internet registries (RIRs). Each RIR is expected
to continue with standard address allocation policies until
one 8 Classless  Inter-Domain Routing (CIDE)  block
remains. After that, only blocks of 1024 addresses (/22) will
be provided from the RIRs to a local Internet registry (LIR).

As of September 2012, both the Asia-Pacific Network
Information Centre (APNIC) and the Réseaux [P Européens
Network Coordination Centre (RIPE NCC) had applied the
above policy [2][3] IPv6 is intended to replace IPv4, which
still carmies the wvast majonty of Internet  tratfic as of
2013.[4] As of February 2014, the percentage of users
reaching Google services over IPv6 surpassed 3% for the
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first time_[5] Many countries have been actively made the
preparation for the IPv6 network. [6-12]

In Taiwan, the Execulive Yuan approved the “IPvé
Upgrade Promaotion Program™ (IPvé UP) on December 30th,
2011 to cope with the problem of the IPv4 exhaustion and to
upgrade the Internet to IPv6. The “1Pvé UP Program Office™
has been convening by the MNational Information and
Communications Initiative (NICI) to promote this upgrade
program in every government agency since January 30th,
2012, According to the schedule of <[Pv6é UP= program, half
of the main external services such as Governmental Service
Metwork (GSN) infrastructure, DNS, Email, and critical
international services will be upgraded to [Pvé by 2013, and
the rest of the secondary external services will be upgraded
by the end of 2015, How to efficiently promote the [Pvé
upgrade to foster the development of IP network and relevant
industries becomes an important issue.

Physical Experiment (Real Experiment) refers to
traditional laboratory or classroom experiment (o operate
entity objects, such as wusing test tubes, machinery,
equipment, or chemical substances, [13-14)

Wirtual Experiment is a way to reduce manpower,
resources, costs, and increase the number of trainees. Virtual
experiments are based on the web page or the software, The
systematic integration can be executed and presented on the
computer based on the highly interactive animation,
simulation, and visualization. [15] Students can make
experiments and observe results from the operation of a
virtual lab environment by the change of ohjects, parameters,
and variables.

Ketelhut, ete. [16] proposed a novel teaching strategies,
through the multi-user virtual environments (MUVE) to
integrate the standard science education, known as River
City, to improve leaming results of students. The studies [14]
show that the learming performance with the real experiment
plus the virtual experiment is better than only a single type of
experimental learning.

Therefore, we consider the IPve upgrade training cost
and demand to integrate the real and virtual
experimental model 1o propose a Multi-level Training
Mechanism (MTM) to improve the learning effectiveness of
the student and reduce costs of the implementation.

In this paper, we construct an [Pv6 virtual lab with the
Multi-level Training Mechanism (MTM). It consists of three
levels, the basic training, the simulation-based training, and
the virtual-machine-based hands-on training. The first level
training, the basic training, provides the web courseware and



its related quizzes for the novice to have the basic IPv6
knowledge. The second level training, the simulation-based
training, uses the Web-based Assessment Virtual Experiment
(WAVE) to provide trainees with the virtual operation and
their personalized diagnostic results for their learning
problems. The third level training, the virtual-machine-based
hands-on training, uses the Virtual-Machine-Based Hands-on
Experiment in the cloud to offer the practical IPv6
environment for the technical engineer or the user who in
interested in the practical operation. Our idea not only can
minimize the face-to-face training effort, but also can
provide the personalized diagnosis.

The designed courseware can teach students in
accordance with their aptitudes. The training mechanism
integrates the multi-level IPv6 upgrade training courses with
assistance of leaming diagnosis systems to offer the suitable
training approach according to diverse requirements of
trainces. Consequently, the training cost and required
resource based on our MTM can be obviously reduced and
the promotion performance can be increased,

This IPv6 virtual lab can achieve the cost-effectiveness,
and provide adaptive learning to concurrently help more
users in different technical capabilities.

[I. MULTI-LEVEL TRAINING MECHANISM

In order to effectively enhance the training performance
of the IPv6 upgrade and reduce the implementation cost, we
propose to build up an [Pv6 Virtual Lab with the Multi-level
Training Mechanism (MTM) for the need of different levels
of the education and training.

The training framework includes three levels as shown in
Figure 1. The three levels from 1 to 3 are the web
courseware and its related quizzes, the Web-based

Assessment Virtual Experiment (WAVE), and the Virtual-
Machine-Based Hands-on Experiment, respectively.

Figure 1. The architecture of the Multi-level Training Mechanism{MTM)
and Multi-level Training.

The training cost of the hardware/software, manpower
and maintenance of the upper level, level 3, is higher than
the lower level, level 1, because the building cost of the
training environment of the hands-on experiment is
expensive. Hence, the number of the concurrent trainees and
the amount of the [Pv6 training material in the level 3 is less
than that in the level 1.

A, Web courseware and its related quizzes

The web courseware and its related quizzes are used for
the novice to have the basic IPv6 knowledge in the basic
level of the training. The web courseware based on the [Pv6

technical documents can be easily downloaded by the user
on the website with the least deployment cost. We also
provide the related quizzes to evaluate the learning result.

The quizzes not only have the categorized attributes but
also have the attributes of the difficulty and discrimination.
The user can have personal learning profile based on the
testing result in different categories of the quizzes. The
overall statistics of the wrong rate in different quizzes will be
evaluated as the reference for the refinement of the quizzes
or the attributes, such as difficulty and discrimination, of the
quizzes.

In this study, to assure the quality of the quizzes, we
proposed the quiz’s structure scheme according to the 1Pv6
ontology, the metadata of the Frequently Asked Questions
(FAQ) and the collected IPv6 FAQ. (See Figure 2) The
feedback data of the quiz c/onducting and testing will be
analyzed. In the following, the refinement of the quizzes can
be processed.

Define the Metadata
of the FAQ

CoONSTruct the
PG OntoloRy

Collect the IPvEe FAQY

Oulz Generation

T o Quiz Conducting
and Testing
Da!a Analysis

Figure 2. Workflow of the design of the quizzes

B, Web-based Assessment Virtual Experiment (WAVE)

The Web-based assessment virtual experiment system let
the user online login the browser to operate the IPv6 virtual
evaluation experiment. The system architecture [17] of the
WAVE is shown in Figure 3. When the user completed the
setup of the online virtual operating system, the operating
processes will be analyzed for the assessment of the course,
and the personalized diagnostic report will be provided.

In accordance with this experiment, the system can detect
his/her operation problems and provide the corresponding
remedial suggestions. This virtual experiment system not
only can be easily operated, but also can increase the
learning performance for the self-learning user.

I1PvG Web-based Asscssment Virtual Experiment
fManagemant Systam

WEB Interface for Teachers

Assessmeant
Building

Assessmant Diagnosis
MManagemeant Managemeant

. 3 3 i
AssE:z?:o = Knowledge Frogross
Database Database
Online Online et L L
Ansessment Diagnosis Prograss
Managemeant

WEB Interface for Students
IPvE Web-based Assessment Virtual Experiment
Testing Systam
Figure 3. The system architecture of the Web-based Assessment Virtual
Experiment { WAVE)



C. Virtual-Machine-Based Hands-on Experiment

The Virtual-Machine-based Hands-on Experiment uses
the virtualization technology and provides trainees remotely
login the virtual machine to self-operate the hands-on
experiment. The operation workflow of the Virtual-Machine-
Based Hands-on Experiment is shown in Figure 4. It will be
useful for the student to enhance the effectiveness of the
practical implementation.

Students make the experiment in the setting of the IPv6-
enabled operating system and application software using the
framework of the virtual web host. The student in this
training course needs to apply for an appointment account.
When a dedicated operating system is configured by the
account application management system, the student can
login the virtual host to learn the hands-on experiment. The
experimental result can be tested by the on-line inspection
system. Although the number of the concurrent participants
are limited based on the amount of virtual hosts, the total

cost of the hands-on experiment can be substantially reduced.

Inspection

System

APounc Application e
Reply Management System
S Account
User Online Inspe
Login e Inspection System
System

Figure 4. The operation workflow of the Virtual-Machine-Based Hands-
on Experiment

1. 1IPV6 VIRTUAL LAB WITH MTM

In this IPv6 virtual lab, three levels of the training, the
basic training, the simulation-based training, and the hands-
on training, are proposed, as shown in Figure 1.

A.  Basic training

The first level training, the basic training, provides the
web courseware and its related quizzes for the novice to have
the basic IPv6 knowledge. In this study, we use the 1,000
questions to design and categorize the quizzes within the
attributes of the topics, intended target students, and
difficulty levels.

The user can download the technical document or use the
e-book browser to learn the basic IPv6 knowledge. After
studying of some concepts of the IPv6 knowledge, the
related quizzes can be appropriately provided. The quizzes’
result will be analyzed to find out the misconception of the
student. This training can be suitable for the user who does
not have the adequate knowledge of the [Pv6 upgrade.

B.  Simulation-based training

The web-based assessment virtual experiment system can
be virtually operated on the web page. It can automatically
analyze and diagnose the virtual experiment operating
processes and the learning behavior for the participant.

The operation workflow of the simulation-based training
based on the WAVE is shown in Figure 5.

10

tees

Key and Sequential
- i

Key Operation Action Pattern
(KOAP)

Personalized
Diagnostic Report

Figure 5. The operation workflow of the simulation-based training based
on the Web-based Assessment Virtual Experiment (WAVE)

The examples of the process of the virtual experiment
and the assessment report for the learning result in the
simulation-based training for the [IS7 server to enabling IPv6
are shown in Figure 6 and Figure 7, respectively.

Add Website Server
Role of IS

Che ify - and
= Tost va s?'vlco

Figure 6. The example of the process of the virtual experiment in the
simulation-based training for the IIS7 server to enable 1Pv6.
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Figure 7. The example of the assessment report for the learning result of
the simulation-based training in the I11S7 server to enabling IPv6.

C. Hands-on training

The virtual-machine-based hands-on training system can
be used to enhance the effectiveness of the learning. In this
study, some on-line hands-on experiments for the training
are implemented, such as the operating systems, e.g. Linux
CentOS, Windows 2003, Windows 2008, and Windows
2012 (shown in Figure. 8), and the corresponding DNS
Server, and Web Server thereon to enable IPv6. Students
remotely login the hands-on learning virtual machine
through the IPv4 network and operate the online experiment.
As shown in Figure 9, the example of the hands-on training
is processed.

Students input the experimental data, such as IPv6
addresses, or domain names, to enable IPv6 function in each
experimental situation. The online inspection system will
check whether the experimental result of the [Pv6-enabled
system is properly working or not.
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Figure 9. The example of the hands-on training processed on the virtua-
machine-based hands-on experiment

IV. EXPERIMENTAL RESULTS

In the practical training, we have held 60 [Pv6 training
courses, where more than 2,000 trainees attended in 2013.
The trainees include technicians, administrators, public
servants, governmental employees, etc., to learn the
fundamental concept and the practical operation of the IPv6
technology. According to the participant satisfaction survey,
the satisfaction rate of the participant is 4.3 on the Likert
scale.

In the hands-on training, over 650 people logged in the
hands-on experiment to practically operate the IPv6
environment for the setup of IPv6-enabled services in three
months. In the simulated-based training, three web-based
assessment virtual experiments have been implemented, such
as "Enable IPv6 in Windows Server 2008"(shown in Figure
10), “Enable IPv6 in IIS7 server”, and “Enable IPv6 in DNS
server based on Windows Server 2008”. According to the
online operation and the diagnostic assessment, the learning
performance has been effectively enhanced.

In the IPv6 technical documents, the e-book, "Technical
Manual of the [Pv6 upgrade implementation” is used for the
trainee to learn introductory information on IPv6. It played a
great effect for the popularity of the IPv6 technology.

Open ICMP Ping

@ Test IPVE by CMD Sy Eir vt

Figure 10. The experimental steps of the simulation-based training in the
setup of the IPv6-enabled Windows Server 2008.

V. CONCLUSIONS

In this paper, we construct an IPv6 virtual lab with the
Multi-level Training Mechanism (MTM). It consists of three
levels, the basic, the simulation-based, and the virtual-
machine-based hands-on training, to provide the web
courseware and its related quizzes, the Web-based
Assessment Virtual Experiment (WAVE), and the Virtual-
Machine-Based Hands-on Experiment, respectively.

11
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Our prototype within the IPv6 virtual lab has been
successfully used to provide the practical 60 IPv6 upgrade
training courses. According to the participants’ satisfaction
survey, the satisfaction rate of the participant is 4.3 on the
Likert scale.
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Abstraci—The Internet protocol version 6 (IPv6) was designed
with security in mind. However, from the survey of network
security community, the No.l risk today is the lack of IPv6
security knowledge. The coexistence of IPv4 and IPve
supported by transition technology complicates the security
management. Weak v security policies are a direct result of
the current deficit in IPv6 security knowledge, To solve the
problem, the IP Network Threat Ontology, and the Anti-threat
Tools Ontology were proposed to collect and compare various
neiwork threats on IPv4 and IPv6. Thus, the ontology-based
anti-threat decision support system can be developed to
support the decision making of security policies.
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L INTRODUCTION

The rapid growth of Internet has got inherent problem
such as a lack of security, insufficient IPv4 address. At
present, telecom operators gradually start to support Internet
protocol version 6 (IPv6) [8]. As of February 2014, the users
reaching Google services over IPv6 surpassed 3% [9]. Many
countries have made the preparation for the IPv6 network
[10][11][12] . As we know, improving the [P-based security
is another major factor in IPv6. IPv6 was designed with
security in mind. The IPSec provides data authentication,
confidential and integrity to establish secure communication
between two entities. The IPSec was mandatory in IPv6.

However, the security challenge is still the most
concerned for the host while moving to IPv6. From the
survey of network security community, the No.1 risk today is
the lack of IPv6 security knowledge [7]. Since IPv4 network
technology is so mature, the step-by-step transition methods
were proposed to conduct a smooth transition. Therefore,
[Pv4 networks and IPv6 networks will coexist for a period of
time[2]. Managing the coexistence of IPv4 and IPv6
networks makes the security management be more
complicated. How to transit from [Pv4 to IPv6 with the
appropriate sccurity policies to against network threats
becomes an important issue.

Weak v6 security policies are a direct result of the current
deficit in IPv6 security knowledge. To solve the problem,
this study proposes the Anti-threat Ontology of IPv4/IPv6 to
manage the evolving network treats and the corresponding
security technology to support the decision making of anti-
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threat policies. The proposed ontology-based anti-threat
decision support system provides suggestions to adopt IPv6
network in a more secure way.

II.  RELATED WORKS

To better understand the new security features of IPv6,
we must firstly know how to solve the security issues in [Pv4,
[Pv4 was designed with no security in mind. Thus, the
security communication should be guaranteed by application
layer of end nodes. This characteristic of IPv4 allows various
types of threats to take off. The famous threats are listed as
follows.

1) Reconnaissance attacks: This type of attack scans the
whole network to find the un-patched services. The "ping
sweep", "port scan" and "application vulnerability scan" are
common methods.

2) Denial of service attacks: This type of attack sends
large amount of illegitimate requests and makes the service
unavailable.

3) Man-in-the-middle attacks: This type of attack
intercept the data transit due to lacks of authentication
mechanisms in communication.

4) Fragmentation attacks: This type of attack use the IP
fragmentation mechanism to cause the denial of service
attacks or bypass the firewall.

5) ARP positioning and ICMP redirect attacks: This type
of attack sends spoofed Address Resolution Protocol to local
network area and causes any traffic meant for another host IP
address to be sent to the attacker instead.

6) Malware distribution attacks: This type of attack
causes the damage of host infected and saturates the network
resources.

As mentioned above, the IPv6 is not just the upgrade of
[Pv4 but a new suite of protocols. The new features of IPv6
are large address space, mandatory Internet Protocol Security
(IPSec), Neighbor Discovery Protocol (NDP) with auto-
configuration of IP address, multicast to replace the
broadcast and extension header with maximum transmit unit
(MTU)[3]. These new features provide many security
enhancements for the IP network[4][5][6].

Although IPv6 improves IPv4, the Caicedo and Joshi [1]
posed several IPv6 security challenges including
reconnaissance attacks, host initialization and associated
aftacks, attacks using routing headers and multicast-based
attacks. Besides, the IPv6 network will operate with IPv4
networks in many environments for a period of time. Current



transition technology including  dual-stack, traffic tunneling
and translation systems reveals new security challenges.
Therefore, the IPv4 and IPv6 security issues should be
outlined in the same time to make security policies. Thus,
how to manage IPv4 and IPv6 threats and the possible
defending solutions becomes an important and challenging
issue.

[Il.  THE ONTOLOGY OF ANTI-THREAT KNOWLEDGE

Making successful security policies requires careful
attention to several factors including devices, costs, security
risks and sensitivity to threats,

[ Devices Costs ]
IPv4/IPvE
Security
Policies
Sensitivity to Security
Threats Risks

Figure 1. Factors of anti-threat policies

While planning the migration or deployving the IPv6
network, the legacy devices and capabilities are the first
concerned factors to determine the network architecture and
topology. Some devices with dual-stack capability can
upgrade to support [Pv6 by simple configuration. Some may
need tunneling technology to reach IPv6 network.

Based on different possible topologies you can have, the
factors of costs and security risks should be carefully
evaluated. The cost factor includes the cost of upgrading
hardware and software system. The new architecture may

reveal new security risks. Thus, human efforts to manage
new systems and new skill training are required to against
the new threats. The sensitivity to threats factor needs to
evaluate the critical degree of services.

To support the decision making of security policies from
[Pv4 to IPv6, the ontology-based approach is proposed to
manage the network threats and anti-threats knowledge,

A. 1P Nerwork Threat Ontology of 1Pv4/IPvé

The coexistence of IPv4 and IPv6 means that the services
suffer both threats from IPv4 and IPv6 networks. To better
manage the threats of IPv4 and IPv6 configurations, the IP
Network Threat Ontology is proposed. There are three layers
in the ontology. The nodes of the first layer are the well-
known categories of threats. In second layer, the attacks of
each threat category are collected. In third layer, the
vulnerabilities of different network configuration that may
suffer the attacks are collected. Part of the ontology 1s shown
in Figure 2, With the ontology, the adoption of different
network configuration implies the related threats may occur.

B Anti-Threat Ontology

To against the network threats, several tools or
technologies were proposed to detect or prevent the expose
of network vulnerabilities. How much cost needed to
proficient these security technologies is an important factor
for administrator to evaluate the risks of threats.

To facilitate the comparing of security technologies, the
Anti-Threat Ontology is proposed as shown in Figure 3.
There are three layers in the ontology, The first two layers
categorized various threats and attacks techniques. The Third
layer are the security tools such as Deep Packet Inspection
(DPI), Intrusion Detection System (1DS), Net Flow Analyzer,
Intrusion Prevention Systems (IPS), Firewall, etc.

IP Network Threat
Threat Reconnaissance Broken Access Contral Information Leakage Denial of Service
. Fmgmnrmfon
Lot Floodi
Attack - Malware P ——— ARP positioningand DOS attack :g Attock couse
Fort scanning Distribution | | tock bipass ICMP redirect attacks ottoc Dos
Firewall - -
[Pyd:
Configuration | o4 wieak IPvd: Weak IPvd: Weak Im_:::: IBve: IPvd: Weak with | | 1Pvd: weak with | | 1Pva: weak
|Pv: More IPvE: More 1PvB: More i ;e with ICMPvE |Pv Tunnel: broadcasting broadcasting IPvB: More
secure with secure with secure with {FSec and redirect, EBtod Tunnel IPvE: More IPv: More secure with
sparse IP sparse IP gtension Neighbor ARP vulnerabilities secure with secure with extension
addresses addresses header DI:::\-'::V Spoofing Multicast Multicast header

Figure 2. The IP* Network Threat Ontology
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Figure 3. The Anti-threat Tools Ontology

IV. ONTOLOGY-BASED ANTI-THREAT DECISION SUPPORT
SYSTEM

In practical, the IPv4 to IPv6 transition plan can be
designed with four phases to conduct a gradual migration
steps. The phase | networks use IPv4 only with the
experimental IPv6 network. The phase 2 networks coexist
[Pv4 ocean and IPv6 island. The Phase 3 networks coexist
[Pv4 island and IPv6 ocean. Finally, the phase 4 networks
use IPvH only.

"/ Phase 1 \' ( Phase 2 Fhase 3 Phased \
oD © <>
% ¥

Figure 4, The IPv4 to IPv6 Transition Phases

During different phases, the network configuration
changes and exposes different vulnerabilities. Thus, the
ontology-based anti-threat decision support system aims to
support the security policies for different phases.

A, Device Profile

To manage the devices in transition phases, the device
profile is modeled as Table 1.

Table 1. Profile Table

Attributes Attribute Values

Configuration | IPvd only, IPv6 only, Dual-
stack, Tunnel, Translation

Service Type Web Server, E-Mail Server, DNS
Server,... elc.

Network LAN, WAN

Sensitivity  to | Reconnaissance:l to 5

Threats Broken Access Control: 1 to 5
Information Leakage : [ to §
Denial of Service: to 5

State Initial, Trial, Secure
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The configuration attribute specifies the network type
such as [Pv4 only, [Pv6 only, Dual-stack, Tunnel or
Translation. The network attribute specifies the LAN or
WAN. The service type attribute specifies the applications
provided in the device such as Web Server, E-Mail Server,
DNS  Server, etc. The first three attributes provide
information for possible threats to the device. The Sensitivity
to Threats attribute specifies the critical degree for different
types of attacks. This attribute provide information to
evaluate the risk and cost of the adopting network
configuration.

The state attribute specifies the status of the transition
state. As shown in Figure 5, there are three states for each
device. While adopting new security policies, the initial
network state changes to trial network state. If the trial
network can pass the anti-threat evaluation, the status will
changes to secure network state. If the trial network fails the
anti-threat evaluation, the status go back to initial network
state and new security policies or configurations should be
conducted in next round.

Fail Anti-Threat Evaluation

Initial
Network
State

Pass Anti-Threat
Evaluation

Adopting
New Policies

Figure 5. The Device Transition State Model

B.  Design of Anti-Threat Decision Support System

With the device profile, the IP Network Threat Ontology,
and the Anti-threat Tools Ontology defines above, the Anti-
threat Decision Support System is proposed. As shown in
Figure 6, the device profiles of the intended configurations
can input to the decision support system. Then the system
consults the [P Network Threat Ontology, and the Anti-threat
Tools Ontology to provide the possible threats and
corresponding anti-threat tools. The suggestions are listed by



the order of sensitivity to threats that user input for devices,
With the anti-threat suggestions and the cost of managing
new network, administrator can change the ant-threat tools or
change the network configurations to get more secure
environment to against the critical attacks.

Knowledge
Base
[
Possible thrests and - ¥
Device Profles u";;:%::f L5 Anti-Threattools = | ‘/.u
Decision Support siggestion T
Syte Administrator
miake security
] policies
Liser changs Anti-
ThreatTools
User change
netwark
configurations

Figure 6. The Anti-threat Decision Support System

In the feasibility study, the security policy is applied to a
network environment with web servers, mail servers,
firewalls and smart phones. The administrator interacted with
the Anti-threat Decision Support System 3 to 5 rounds to
refine the security policy for deploying the network from
IPv4 only to support IPv6 with dual-stack.

Currently the development of Anti-threat Decision
Support System is in prototype status. Several processes and
the provided suggestions need to be explained by knowledge
engineers. This study starts a process for anti-threat
knowledge management. With well structured knowledge
model in security domain can help administrators control the
critical path of network and make good security policies.

V. CONCLUSION

In this paper, the ontology-based approach is proposed to
manage the evolving and complicated security knowledge of
IPv4 to IPv6 transition. The coexistence of IPv4 and IPv6
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networks makes the security policies be more complicated,
To solve the problem, the IP Network Threats Ontology is
proposed to categorize various network attacks and the Anti-
Threat tools Ontology is proposed to collect the detection or
prevention solutions to against the attacks. Thus, the
proposed ontology-based anti-threat decision support system
provides suggestions to adopt IPv6 network in a more secure
way.
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